FCRA, CAN-SPAM, and TCPA
Program

FAIR CREDIT REPORTING ACT

EXAMINATION OBJECTIVES
To determine the financial institution’s compliance with the Fair Credit Reporting Act (FCRA).

To assess the quality of the financial institution’s compliance risk management system to ensure
compliance with the FCRA, as amended by the Fair and Accurate Credit Transaction Act of 2003
(FACT Act).

To determine the reliance you can place on the financial institution’s internal controls and procedures
for monitoring the institution’s compliance with the FCRA.

To direct corrective action when you identify violations of law, or when the institution’s policies or
internal controls are deficient.

BACKGROUND

A NOTE ABOUT THE STRUCTURE AND APPLICABILITY OF THE FCRA EXAMINATION
PROCEDURES:

The applicability of the various sections of the FCRA and implementing regulations depend on an
institution’s unique operations. We present the functional examination requirements for these
responsibilities topically in Modules 1 through 6 of these procedures. (We will issue Module 6 in a
subsequent amendment to these procedures.)

The FCRA contains many different requirements that a financial institution must follow, even if it is
not a consumer reporting agency. Subsequent to the passage of the FACT Act, individual compliance
responsibilities are in the statute, joint interagency regulations, or agency-specific regulations.

In order to logically and systematically address FCRA compliance responsibilities and their applicability
to particular operations of a financial institution, OTS organized the examination procedures by subject
matter, versus strict regulatory or statutory construction. The Level I and II examination procedures are
applicable to all areas of review, and you should use them when examining for compliance with any
provision of the FCRA. We segregated and grouped the Level III examination procedures by function
and they track the format of the modules contained in the handbook section. Only perform those
groups of Level III procedures relevant to the functions you are reviewing. As you perform these
examination procedures, please reference the handbook section for further examination guidance and
insight.
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EXAMINATION PROCEDURES

LEVEL | WKP. REF.

Perform the following procedures for all applicable modules.

1. Review all written policies and procedures, management’s self-assessments, and any
compliance audit material including work papers and reports to determine whether:

e The scope of the audit addresses all provisions as applicable.

e  Management has taken corrective actions to follow-up on previously identified
deficiencies.

e  The testing includes samples covering all product types and decision centers.
e  The work performed is accurate.

e  Significant deficiencies and their causes are included in reports to management
and/or to the Board of Directors.

e The frequency of review is appropriate.

2. Where you conclude from this examination that the institution effectively
administers and conducts a comprehensive, reliable, and self-correcting program
that adequately ensures compliance with the statutory and regulatory requirements
of FCRA, you should record the basis for this conclusion in the work papers and
proceed to Program Conclusions.

Alternatively, review Level II procedures and perform those necessary to test,
support, and present conclusions from performance of Level I procedures.
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LeVEL Il

Perform the following procedures for all applicable modules.

1.

Through discussions with management and review of available information,
determine if the institution’s internal controls are adequate to ensure compliance in
the FCRA area under review. Consider the following:

Organization charts
Process flowcharts
Policies and procedures
Loan documentation
Checklists

Computer program documentation (for example, records illustrating the fields
and types of data reported to consumer reporting agencies; automated records
tracking customer opt-outs for FCRA affiliate information sharing; etc.).

WKP. REF.

Review the financial institution’s training materials to determine whether:

The institution provides appropriate training to individuals responsible for
FCRA compliance and operational procedures.

The training is comprehensive and covers the various aspects of the FCRA
that apply to the individual financial institution’s operations.

Where you conclude that the financial institution effectively manages its compliance
responsibilities associated with the FCRA modules examined, you should record the
basis for this conclusion in the work papers and proceed to Program Conclusions.

Where you find procedural weaknesses or other risks requiring further investigation,
perform applicable Level III examination procedures.
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WKP. REF.

LeveL Il

Perform only those procedures within the modules relevant to your review.

MODULE 1: OBTAINING CONSUMER REPORTS

§604 Permissible Purposes of Consumer Reports and

§606 Investigative Consumer Reports

1.

Determine if the financial institution obtains consumer reports.

Determine if the institution obtains prescreened consumer teports and/or
reports for employment purposes. If so, complete the appropriate sections of
Module 3.

Determine if the financial institution procures or causes an investigative
consumer report to be prepared. If so, ensure that the appropriate disclosure is
given to the consumer within the required time period. In addition, ensure that
the financial institution certified compliance with the disclosure requirements
to the consumer reporting agency.

Ensure that the institution obtains consumer reports only for permissible
purposes. Confirm that the institution certifies to the consumer reporting
agency the purposes for which it will obtain reports. (The certification is
usually contained in a financial institution’s contract with the consumer
reporting agency.)
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WKP. REF.

5. Review the consumer reports obtained from a consumer reporting agency for a
period of time and determine if the financial institution had permissible
purposes to obtain the reports.

MODULE 2: OBTAINING INFORMATION AND SHARING AMONG AFFILIATES

§603(d) Consumer Report and Information Sharing

1. Determine whether the financial institution shares consumer information with
third parties, including both affiliated and nonaffiliated third parties.
Determine the type of information shared and with whom the information is
shared. (This portion of the examination process may overlap with a review of
the institution’s compliance with the Privacy of Consumer Financial
Information Regulations that implement the Gramm-Leach-Bliley Act.)

2. Determine if the financial institution’s information sharing practices fall within
the exceptions to the definition of a consumer report. If they do not, complete
Module 6 (Requirements for Consumer Reporting Agencies) of the
examination procedures.

3. If the financial institution shares information other than transaction and
experience information with affiliates subject to an opt-out, ensure that
information regarding how to opt-out is in the institution’s GLBA Privacy
Notice, as required by the Privacy of Consumer Financial Information
regulations.
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WKP. REF.

Obtain a sample of opt-out rights exercised by consumers and determine if the
financial institution honored the opt-out requests by not sharing “other
information” about the consumers with the institution’s affiliates subsequent
to receiving a consumer’s opt-out direction.

8604(q) Protection of Medical Information

Section 604(g) of the FCRA probibits creditors from obtaining and using medical information in
connection with any determination of the consumer’s eligibility, or continned eligibility, for credit.
The federal banking agencies and the National Credit Union Administration are in the process of
developing final regulations to implement this probibition and to create certain exceptions.
Financial institutions will not be subject to the probibition until these final rules are effective. We
will issue this section of the examination procedures upon publication of the final regulations.

§624 Aftiliate Marketing Opt Out

Section 624 of the FCRA requires consumers to be provided with a notice and an opportunity to
opt out of an entity’s use of certain information received from an affiliate to make solicitations to
the consumer. The federal banking agencies, the National Credit Union Administration, the
Federal Trade Commiission, and the Securities and Exchange Commission are in the process of
developing final regulations to implement this new opt-out requirement. Financial institutions will
not be subject to these requirements until the final rules are implemented and effective. We will
issue this section of the examination procedures upon publication of the final regulations.

MODULE 3: DISCLOSURES TO CONSUMERS AND MISCELLANEOUS REQUIREMENTS

§604(b)(2) Use of Consumer Reports for Employment Purposes

1. Determine if the financial institution obtains consumer reports on current or
prospective employees.
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WKP. REF.

2. Ensure that the institution provides appropriate disclosures to current and
prospective employees when a financial institution obtains consumer reports
for employment purposes, including situations where the financial institution
takes adverse actions based on consumer report information.

3. Review a sample of the disclosures to determine if they are accurate and in
compliance with the technical FCRA requirements.

§604(c) and §615(d) of FCRA - Prescreened Consumer Reports and Opt-Out
Notice [and Parts 642 and 698 of Federal Trade Commission Regulations]

4. Determine if the financial institution obtained and used prescreened consumer
reports in connection with offers of credit and/or insurance.

e If so, ensure that criteria used for prescreened offers, including all post-
application criteria, are maintained in the institution’s files and used
consistently when consumers respond to the offers.

5. Determine if written solicitations contain the required disclosures of the
consumers’ right to opt-out of prescreened solicitations and comply with all
requirements applicable at the time of the offer.

6. Obtain and review a sample of approved and denied responses to the offers to
ensure that criteria were appropriately followed.

Exam Date:
Prepared By:
Reviewed By:
Docket #:

Office of Thrift Supervision February 2006 Examination Handbook 1300P.7



FCRA, CAN-SPAM, and TCPA
Program

§605(9) Truncation of Credit and Debit Card Account Numbers

7.

Ensure that electronically generated receipts from ATM and POS terminals or
other machines do not contain more than the last five digits of the card
number and do not contain the expiration dates.

WKP. REF.

For ATMs and POS terminals or other machines put into operation before
January 1, 2005, determine if the institution brought the terminals into
compliance or started a plan to ensure that these terminals comply by the
mandatory compliance date of December 4, 2006.

Review samples of mock receipts to ensure compliance.

§609(¢) Disclosure of Credit Scores by Certain Mortgage Lenders

10.

Determine if the financial institution uses credit scores in connection with
applications for closed-end or open-end loans secured by one- to four-family
residential real property.

e If so, determine if the institutions provides accurate disclosures to
applicants as soon as is reasonably practicable after using credit scores.

11.

Review a sample of disclosures given to home loan applicants to ensure
technical compliance with the requirements.
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WKP. REF.

§615(a) and (b) Adverse Action Disclosures

12. Ensure that the financial institution provides the appropriate disclosures when
it takes adverse action against consumers based on information received from
consumer reporting agencies, other third parties, and/or affiliates.

13. Review a sample of adverse action notices to determine if they are accurate and
in technical compliance.

14. Review responses to consumer requests for information about these adverse
action notices.

615(2) Debt Collector Communications Concerning Identity Theft

15. Determine if the financial institution collects debts for third parties.

e If so, ensure that the third parties are notified if the financial institution
obtains any information that may indicate the debt in question is the
result of fraud or identity theft.

16. Determine if the institution provides information to consumers to whom the
fraudulent debts relate.

17. Review a sample of instances where consumers have alleged identity theft and
requested information related to transactions to ensure that all of the
appropriate information was provided to the consumer.
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§615(h) Risk-Based Pricing Notice

WKP. REF.

Section 615(h) of the FCRA requires users of consumer reports who grant credit on material
terms that are materially less favorable than the most favorable terms available to a substantial
proportion of consumers who get credit from or through that person to provide a notice to those
consumers who did not receive the most favorable terms. Implementing regulations for this section
are under development jointly by the Federal Reserve Board and the Federal Trade Commission.
Financial institutions do not have to provide this notice until final regulations are implemented and
effective. We will issue this section of the examination procedures upon publication of the final

regulations.

MODULE 4: FINANCIAL INSTITUTIONS AS FURNISHERS OF INFORMATION

§623 Furnishers of Information — General

1. Determine if the institution provides information to consumer reporting

agencies.

e If so, ensure compliance with the FCRA requirements for furnishing
information to consumer reporting agencies.

2. If you note procedural weaknesses or ther risks requiring further

investigation, such as a high number of consumer complaints regarding the
accuracy of their consumer report information, select a sample of reported
items and the corresponding loan or collection file to determine that the

financial institution:

¢ Did not report information that it knew, or had reasonable cause to
believe, was inaccurate. Section 623(a)(1)(A) [15 U.S.C § 1681s-

2@MAV]

¢ Did not report information to a consumer reporting agency if it was
notified by the consumer that the information was inaccurate and the
information was, in fact, inaccurate. Section 623(a)(1)(B) [15 USC §

1681s-2(2)(1)(B)].
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WKP. REF.

e Did provide the consumer reporting agency with corrections or additional
information to make the information complete and accurate, and
thereafter did not send the consumer reporting agency the inaccurate or
incomplete information in situations where the incomplete or inaccurate
information was provided. Section 623(a)(2) [15 USC § 1681s-2(a)(2)].

e Furnished a notice to a consumer reporting agency of a dispute in
situations where a consumer disputed the completeness or accuracy of
any information the institution furnished, and the institution continued
furnishing the information to a consumer reporting agency. Section
623(2)(3) [15 U.S.C § 1681s-2(a)(3)].

e Notified the consumer reporting agency of a voluntary account-closing by
the consumer, and did so as part of the information regularly furnished
for the period in which the account was closed. Section 623(a)(4) [15
USC§1681s-2(a)(4)].

e Notified the consumer reporting agency of the month and year of
commencement of a delinquency that immediately preceded the action.
The financial institution must make notification to the consumer
reporting agency within 90 days of furnishing information about a
delinquent account that was being placed for collection, charged-off, or
subjected to any similar action. Section 623(a)(5) [15 USC § 1681s-

2@0O)]-
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WKP. REF.

3. Review a sample of notices of disputes received from a consumer reporting
agency and determine whether the institution:

e Conducted an investigation with respect to the disputed information.
Section 623(b)(1)(A) [15 USC § 1681s-2(b)(1)(A)].

e Reviewed all relevant information provided by the consumer reporting

agency. Section 623(b)(1)(B) [15 USC § 1681s-2(b)(1)(B)].

e Reported the results of the investigation to the consumer reporting
agency. Section 623(b)(1)(C) [15 USC § 1681s-2(b)(1)(C).

e Reported the results of the investigation to all other nationwide consumer
reporting agencies to which the information was furnished if the
investigation found that the reported information was inaccurate or

incomplete, Section 623(b)(1)(D) [15 USC § 1681s-2)(b)(1)(D)].

e  Modified, deleted, or blocked the reporting of information that could not
be verified.

§623(a)(6) Prevention of Re-Pollution of Consumer Reports

4. If the financial institution provides information to a consumer reporting
agency, ensure that items of information blocked due to an alleged identity
theft are not re-reported to the consumer reporting agency.

5. Review a sample of notices from a consumer reporting agency of allegedly
fraudulent information due to identity theft furnished by the financial
institution to ensure that the institution does not re-report the item to a
consumer reporting agency.
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WKP. REF.

0. Verify that the financial institution has not sold or transferred a debt that was
caused by an alleged identity theft.

§623(a)(7) Negative Information Notice

7. If the financial institution provides negative information to a nationwide
consumer reporting agency, ensure that it provides the appropriate notices to

customers.

8. Review a sample of notices provided to consumers to determine compliance
with the technical content and timing requirements.

MODULE 5: CONSUMER ALERTS AND IDENTITY THEFT PROTECTIONS

605A(h) Fraud and Active Duty Alerts

1. Determine if the financial institution verifies the identity of consumers in
situations where consumer reports include fraud and/or active duty military

alerts.

2. Determine if the financial institution contacts consumers in situations where
consumer reports include extended alerts.

3. Review a sample of transactions in which consumer reports including these
types of alerts were obtained. Verify that the financial institution complied with
the identity verification and/or consumer contact requirements.
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§609(e) Information Available to Victims

WKP. REF.

4. Ensure that the institution verifies identities and claims of fraudulent
transactions and that it properly discloses the information to victims of identity

theft and/ or appropriately authorized law enforcement agents.

5.  Review a sample of these types of requests to ensure that the institution
propetly verified the requestor’s identity prior to disclosing the information.

PROGRAM CONCLUSIONS

1. Summarize the findings, supervisory concerns, and regulatory violations.

For the violations noted, determine the root cause by identifying weaknesses in

internal controls, audit and compliance reviews, training, management oversight, or
other factors. Determine whether the violation(s) are repetitive or systemic.

3. Identify action needed to correct violations and weaknesses in the institution’s
compliance system.
4. Discuss findings with the institution’s management and, if necessary, obtain a

commitment for cotrrective action.

EXAMINER’S SUMMARY, RECOMMENDATIONS, AND COMMENTS
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CONTROLLING THE ASSAULT OF NON-SOLICITED PORNOGRAPHY AND
MARKETING ACT OoF 2003

EXAMINATION OBJECTIVES

Assess the quality of a financial institution’s compliance program for implementing CAN-SPAM by
reviewing the appropriate policies and procedures and other internal controls.

Determine the reliance that can be placed on a financial institution’s audit or compliance review in
monitoring the institution’s compliance with CAN-SPAM.

Determine a financial institution’s compliance with CAN-SPAM.

Initiate effective corrective actions when violations of law are identified, or when policies or internal
controls are deficient.

EXAMINATION PROCEDURES

LEVEL | WKP. REF.

1. Through discussions with appropriate management officials, determine whether or
not management has considered the applicability of CAN-SPAM and what, if any,
steps they have taken to ensure current and future compliance.

2. Through discussions with appropriate management officials, ascertain whether the
financial institution is subject to CAN-SPAM by determining whether the financial
institution initiates e-mail messages whose primary purpose is “commercial.”

3. If you conclude from your examination that the financial institution does not initiate
“commercial” electronic mail, the financial institution is not subject to CAN-SPAM.
You may conclude this work program and record the basis for this conclusion in the
work papers.
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WKP. REF.

If the financial institution does initiate “commercial” electronic mail:

4. Review management’s self-assessment, applicable audit and compliance review
material, including work papers, checklists, and reports, to determine whether:

e  Procedures address CAN-SPAM provisions applicable to the institution.

e  Effective corrective action occurred in response to previously identified
deficiencies.

e  Audits and reviews performed were reasonable and accurate.

e Deficiencies, their causes, and the effective corrective actions are consistently
reported to management or the members of the board of directors.

e  Frequency of the compliance review is satisfactory.

5. Determine, through a review of available information, whether the financial
institution’s internal controls are adequate to ensure compliance with CAN-SPAM.
Consider the following:

e  Organization chart to determine who is responsible for the financial
institution’s compliance with CAN-SPAM.

e  Process flow charts to determine how the financial institution’s CAN-SPAM
compliance is planned for, evaluated, and achieved.

e Policies and procedures.
e  Marketing plans that reflect electronic communication strategies.

e Internal checklists, worksheets, and other relevant documents.
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WKP. REF.

6. Where you conclude from your examination that the institution effectively
administers and conducts a comprehensive, reliable, and self-correcting program
that adequately ensures compliance with the regulatory requirements of
CAN-SPAM, you should record the basis for this conclusion in the work papers and

proceed to Program Conclusions.

LevVEL Il

1. Review a sample of complaints to determine whether or not any potential violations

of CAN-SPAM exist.

2. Obtain a list of products or services that the financial institution promoted with
e-mail.
3. Obtain a sample of the e-mail messages to determine whether “commercial”

promotion is their primary purpose.

4. Through review of e-mail messages whose primary purpose is “commercial,” verify
that the messages comply with the CAN-SPAM provisions:

e Do not use false or misleading transmission information [Section 7704(a)(1)]

such as:

— False or misleading header information.

— A “from” line that does not accurately identify any person who initiated

the message.

— Inaccurate or misleading identification of a protected computer used to

initiate the message.
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WKP. REF.

e Do not use deceptive subject headings [Section 7704(a)(2)].

e Provide a functioning e-mail return address or other Internet-based response
mechanism [Section 7704(a)(3)].

e Provide a clear and conspicuous identification that the message is an
advertisement or solicitation; clear and conspicuous notice of the opportunity
to decline to receive further commercial e-mail messages from the sender; and
a valid physical postal address of the sender [Section 7704(a)(5)]. Note: this
provision does not apply to a commercial e-mail message if the recipient has
given prior affirmative consent to receipt of the message.

e Do not reflect address harvesting, hijacking, or dictionary attacks [Section
7704(b)(1, 2)].

e  Provide a warning label (in the subject and within the message body) on
commercial e-mail messages containing sexually oriented material [Section

7704(d)].

5. Review any customer requests to opt out of receiving any additional e-mail
messages from the institution [Section 7704(a)(4)]. Confirm that there are controls
in place to discontinue commercial e-mail messages within 10 days of receipt of
opt-out notification.

6. Where you conclude that the institution effectively manages its compliance
responsibilities associated with CAN-SPAM, you should record the basis for this
conclusion in the work papers and proceed to Program Conclusions.
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WKP. REF.

LEVEL Il

If the Level II review reveals weaknesses in CAN-SPAM compliance, and you require additional in-
depth testing of the institution’s procedures, policies, and practices, expand the size and scope of the
samples utilized in the above examination procedures. The sample size is at your discretion.

PROGRAM CONCLUSIONS

1.

Summarize all findings, supervisory concerns, and regulatory violations.

For the violation(s), determine the root cause by identifying weaknesses in internal
controls, audit and compliance reviews, training, management oversight, or other
factors. Determine whether the violation(s) are isolated, repetitive, or systemic.

Identify action needed to correct violations and weaknesses in the institution’s
compliance program.

Discuss findings with the institution’s management and obtain a commitment for
corrective action.

Record violations according to agency policy in the EDS/ROE system to facilitate
analysis and reporting.

EXAMINER’S SUMMARY, RECOMMENDATIONS, AND COMMENTS
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TELEPHONE CONSUMER PROTECTION ACT

EXAMINATION OBJECTIVES

e Assess the quality of a financial institution’s compliance program for implementing the
Telephone Consumer Protection Act (TCPA) by reviewing the appropriate policies, procedures,
and other internal controls.

e Determine the reliability of a financial institution’s audit or compliance review in monitoring the
institution’s compliance with TCPA.

e Determine a financial institution’s compliance with TCPA.
e Initiate effective corrective actions when you identify violations of law or deficiencies in policies

or internal controls.

EXAMINATION PROCEDURES

LEVEL | WKP. REF.

1. Through discussions with appropriate management officials, determine whether
management has considered the applicability of TCPA and has taken steps to
ensure current and future compliance.

2. Through discussions with appropriate management officials, ascertain whether the
financial institution is subject to TCPA by determining whether it or a third-party
telemarketing firm engages in any form of telephone or fax solicitation.
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If you conclude from your examination that the financial institution does not
engage in any form of telephone or fax solicitation either directly or through a third-
party, the financial institution is not subject to TCPA. You may conclude this work
program and record the basis for this conclusion in the work papers.

WKP. REF.

If the financial institution does engage in telephone or fax solicitations:

4.

Review management’s self-assessment, applicable audit and compliance review
material, including work papers, checklists, and reportts, to determine whether:

The procedures address the TCPA provisions applicable to the institution.

Effective corrective action occurred in response to previously identified
deficiencies.

The audits and compliance reviews performed were reasonable and accurate.

Deficiencies, their causes, and the effective corrective actions are consistently
reported to management or the members of the board of directors.

The frequency of the compliance review is satisfactory.

Determine, through a review of available information, whether the financial
institution’s internal controls are adequate to ensure compliance with TCPA.
Consider the following:

Organization chart to determine who is responsible for the financial
institution’s compliance with TCPA.

Process flow charts to determine how the financial institution’s TCPA
compliance is planned for, evaluated, and achieved.

Policies and procedures that address:
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— Recording a telephone subscriber’s request not to receive calls from a
particular financial institution and the maintenance of those recordings for
five years.

— Placement of the telephone subscriber’s name, if given, and telephone
number on the financial institution’s do-not-call list.

— Maintenance of the list of telephone numbers that the financial institution
may not contact.

— Compliance with the national do-not-call rules.

— Use of a telephone facsimile machine, computer, or other device to send
an unsolicited advertisement to a telephone facsimile machine.

e Training of the financial institution’s personnel engaged in telemarketing as to
the existence and use of the financial institution’s do-not-call list and the
national do-not-call rules [47 CFR 64.1200(d)(2)].

e  Process for recording a telephone subscriber’s request not to receive calls and
to place the subscriber’s name, if provided, and telephone number on a do-
not-call list [47 CEFR 64.1200(d)(3)].

e Process used to access the national do-not-call database [47 CFR

64.1200(c) (2) (i) (D).

e  Process to ensure that the financial institution (and any third-party engaged in
making telemarketing calls on behalf of the financial institution) does not sell,
rent, lease, purchase, or use the national do-not-call database for any purpose
except for compliance with the TCPA [47 CFR 64.1200(c)(2)(1)(E)].

e  Process to ensure that telemarketers making telemarketing calls are providing
the called party with the name of the individual caller, the name of the
financial institution on whose behalf the call is being made, and a telephone
number (that is not a 900 number or a long distance number) or address at
which the financial institution may be contacted [47 CRF 64.1200(d)(4)].

e Internal checklists, worksheets, and other relevant documents.
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6. Where you conclude from your examination that the institution effectively
administers and conducts a comprehensive, reliable, and self-correcting program
that adequately ensures compliance with the regulatory requirements of TCPA, you
should record the basis for this conclusion in the work papers and proceed to
Program Conclusions.

LEVEL Il

1. Review a sample of complaints to determine whether or not any potential violations
of TCPA exist.

2. Obtain a list of marketing or promotional programs for products and services that

the financial institution promoted with telemarketing either directly or through a
third-party vendor.

3. Obtain a sample of data, or through testing or management’s demonstration, for at
least one program, determine whether:

Do-Not-Call List

e The institution or its third-party vendor verified whether the subscribet’s
telephone number was listed on the national “Do-Not Call” registry [47 CFR
64.1200(c)(2)].

e  If the telephone subscriber is on the national “Do-Not Call” registry and a
telemarketing call is made, the existence of an established business relationship
between the subscriber and the financial institution can be confirmed [47 CFR
64.1200(f)(3)] or the safe harbor conditions have been met [47 CFR
64.1200(d)].

e The financial institution has a process to determine whether it has an
established business relationship with a telephone subscriber [47 CFR
64.1200(f)(3)].
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e A telephone subscriber’s desire to be placed on a company-specific do-not-call
list was honored for five years [47 CFR 64.1200(d)(6)].

e The institution or its third-party vendor employs a version of the national
“Do-Not Call” registry or portions of the database for areas called that was
obtained no more than three months prior to the call date (three-month
process) [47 CFR 64.1200(c)(2)(1)(D)].

e The institution or its third-party vendor maintains records to support the
three-month process [47 CFR 64.1200(c)(2)(1)(D)].

e The telephone call was made between the hours of 8 a.m. and 9 p.m. local
time for the called party’s location [47 CFR 64.1200(c)(1)].

Automated Dialing and Abandoned Calls

e Any calls that were made using artificial or prerecorded voice messages to a
residential telephone number met the requirements in 47 CFR 64.1200(a)(0)(1).

e The name, telephone number, and purpose of the call were provided to the
subscriber if the call was abandoned [47 CFR 64.1200(a)(6)].

e The institution or its third-party vendor maintains appropriate documentation
of abandoned calls, sufficient to determine whether they exceed the three
percent limit in the 30-day period reviewed [47 CFR 64.1200(a)(6)].

e The institution or its third-party vendor transmits caller identification
information [47 CFR 64.1601(e)].

4. Ensure that the financial institution does not participate in any purchase-sharing
arrangement for access to the national “Do-Not Call” registry [47 CFR
64.1200(c)(2) () (B)].

5. Observe call center operations, if appropriate, to verify abandoned call practices

regarding ring duration and two-second transfer rule [47 CFR 64.1200(a)(0)].
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6. Where you conclude that the institution effectively manages its compliance
responsibilities associated with TCPA, you should record the basis for this
conclusion in the work papers and proceed to Program Conclusions.

LEVEL Il

If the Level II review reveals weaknesses in TCPA compliance, and you require additional in-depth
testing of the institution’s procedures, policies, and practices, expand the size and scope of the samples
utilized in the above examination procedures. The sample size is at your discretion.

PROGRAM CONCLUSIONS

1. Summarize all findings, supervisory concerns, and regulatory violations.

2. For the violation(s), determine the root cause by identifying weaknesses in internal
controls, audit and compliance reviews, training, management oversight, or other
factors. Determine whether the violation(s) are isolated, repetitive, or systemic.

3. Identify action needed to correct violations and weaknesses in the institution’s
compliance program.

4. Discuss findings with the institution’s management, and obtain a commitment for
corrective action.
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5. Record violations according to agency policy in the EDS/ROE system to facilitate

analysis and reporting.

EXAMINER’S SUMMARY, RECOMMENDATIONS, AND COMMENTS
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